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Microsoft SharePoint is fast becoming

the extranet platform of choice for
companies worldwide.

Introduction
Increasingly, companies are discovering the many benefits of having an extranet. These benefits include:

v Streamlining communications and enabling companies to stay in
closer contact with clients, vendors, and business partners

v Improving productivity and efficiency

v Enabling users to collaborate and share information more
effectively, conveniently, and securely

v Giving companies the ability to update information instantly

Microsoft SharePoint is fast becoming the extranet platform of choice for companies worldwide. Share-
Point has many built-in tools which enable collaboration and boost efficiency. Its versatility and extensi-
bility make it an excellent choice for an extranet platform.

Once an organization determines it needs an extranet to collaborate with a trusted circle of people out-
side the company, a number of challenges arise when it comes to deploying and managing an extranet.

One of the biggest challenges is the need for access security that is watertight but allows extranet
users easy access to the information they need. This paper will focus on the benefits of using FBA and
the SQL Membership Provider in on-premises SharePoint to achieve that iron-clad security.

PremierPoint Solutions’ Extranet Collaboration Manager for SharePoint Server and Foundation
(ExCM) is a SharePoint add-in that provides the easy extranet collaboration and simplified extranet
administration that SharePoint is missing in the out-of-the-box product. When ExCM is combined with
FBA and SQL, the result is a comprehensive extranet solution.
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Active Directory or
FBA and SQL for

Authentication?

Rather than using Active Directory for authenticating external users, PremierPoint Solutions believes that

Using a SQL Server-based
Membership Provider
with Forms-Based
Authentication for logins

is a better solution.

FBA gives acompany a method to authenticate
user credentials by having the user complete and
submit an editable web form before logging into
asystemor service. FBA uses a custom database,
whichis created separately from Active Directory,
to store user credentials. And the FBA login

Welcome to the

AdvenltureWorks

cycles

Extranet

Sign In

User name:
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Password:
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Forgot your password?

[Jremember me

Sign In

Employees: Click here to Sign in using Windows Authentication

screen is friendly to users, and not confusing or intimidating, as AD login screens can sometimes be.

For instance, a custom-branded login screen like this could be provided for extranet users to login.

Using FBA and SQL Membership Provider together is fast, easy, secure, and extensible. Other solutions
can be expensive and require separate hardware. They also are more difficult to implement and time

consuming.



Advantages of

FBA and SQL

Companies typically don't want to add external users to their Active Directory for two
Important reasons:

accounts, passwords, and profile information on top of their

ﬂ it requires too much administrative overhead to manage user
company's Active Directory users, and

employees out of their company’s Active Directory, which means

most would want to have a security separation to keep non-
2 a place would be required to store these external users

The good news is that FBA is built into SharePoint, and a company only needs to
check a box and fill in two boxes to enable FBA in a SharePoint environment.

Here is a screenshot of the Authentication Providers screen for a SharePoint web application:

. . Enable Forms Based Authentication (FBA)
The Combl nation Of FBA ASP.NET Membership provider name

and SQL utilizes the SQL Ext
MemberShip Provider for ASP.NET Role manager name
both ease and security. ExtRole

Internal users continue to use their Active Directory credentials to log in to the extranet,
while external users are stored securely in SQL. Because the SQL Membership Provider
is from Microsoft, a good deal of documentation about the schema is available online.



With this approach, external users use their email address as their account username,

» which is easy to remember
»and ensures uniqueness

»as well as security.

When used in conjunction with ExCM from PremierPoint Solutions,

this approach gains additional security through the use of domain-
name policies, which can be “inclusions” or “exclusions.” These can be set
globally, per site, or per site collection.
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A company might set an exclusion policy, for example, specifying that no one is allowed to
register for an extranet account with a “generic” Internet mail address such as @yahoo.com,
@gmail.com, or @hotmail.com. Or, conversely, the company might set an inclusion policy
specifying that the site must only contain users with @companyB.com email addresses.

Domain name policies are one of many completely
configurable options ExCM provides to help secure an

extranet to specific requirements.

Other examples are site-security policies; password strength requirements; account
expiration and lockout policies; customizable approval workflows; terms and conditions
acceptance; and captcha support for forms.



Here are some examples of these features in use:

Security Policies

New Security Policy
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Password and
Account Expiration Policies
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# EDIT LINKS

Password Expiration Policies ) )
Disable the account when the password is older than:

Use this section to set the User ;
Automation password expiration policies. |90 day(s) El
Send a notification before the password expires:
7 day(s)
Repeat the expiration notification every:
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Requiring a Captcha Field
to “Prove You're Not a Robot”

New Registration Field X
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Requiring the Acceptance of Terms and
Conditions in Registration Process

Edit Registration Field
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Utilizing the SQL Membership Provider in conjunction with ExCM allows

self-service account options, such as security questions and self-password resets if a
password is forgotten or expired.

Enabling these self-service features decreases administrative overhead. If such

information were maintained in Active Directory, users would need to call the help desk or
the I'T Department to have someone reset these items for them.
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Simple extranet administrative tasks can be delegated to power users designated “Site Sponsors.”

ExCM allows the delegation of simple administrative tasks to power users
who are designated “Site Sponsors.” They can be given granular permission to change passwords,
unlock accounts, assign permissions, etc. And because ExCM utilizes FBA and SQL Membership
Provider, delegation of administrative tasks can be done at avery granular level, even to people
outside the organization, without compromising security. So an organization could conceivably
have one or more Site Sponsors at each of its partner organizations handling basic extranet
membership administration for that organization’s users.
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FBA users can still be part of SharePoint groups for security access to the sites.

The FBA user can be granted direct permission, added to a SharePoint

group, or added to an FBA role. (FBA roles are in many ways similar to SharePoint
groups.)

For example, suppose a SharePoint site utilizes the default Members SharePoint group.
Let's say this is VendorA.com’s site, and the default members group is called VendorA
Members. A company can add the FBA users to the VendorA SharePoint Group and have
them in that group alongside its internal (Active Directory) users.

Or, it can create an FBA role called VendorA Member Role and give it the same access as
the VendorA Members Group. This would allow for separation of groups between internal
users and external users if desired. One other advantage of using FBA roles is that while
SharePoint groups are limited to a single site collection, FBA roles can span multiple site
collections.

Here's an example showing some of the possibilities:
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Utilizing FBA and SQL Membership Provider for external users enables

a company to store pertinent information about the user (collected at
registration time and completed by the user) that otherwise wouldn't be available in Active
Directory.

Expiration Date
Expiration Date:

LIse this section to define o
the expiration date. (W1 Use Expiration Date:

| 9/30/20014

Sponsor Permissions _ o
Site Sponsor Permissions:

Use this section to define
the actions available to ] Send Invitations
this sponsor. Add Accounts
W Edit Accounts
[ Unlock Accounts
¥ Manage Account Passwords
1 Grant Access

] Remove Access

Passwords are salted and hashed in the SQL database so no one can

gain access to them. Since SQL Membership Provider is a standard, there is a lot of
information available to do any custom coding that might be deemed necessary against the
database.
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For extranet management, it is very possible that there is more information a company
would want to know about each user than would be needed for internal employee users. It's

also possible to specify a specific role that contains the users who are allowed to edit, and
specify exactly what they can do (e.g. unlock accounts, reset passwords, grant permission,
remove permission, etc.) This cannot be done with Active Directory.

Finally, FBA and SQL Membership
Provider are proven
and have stood the test of time.

While new methods come and go, FBA and SQL Membership Provider
have been areliable constant.
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